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ABSTRACT  

Advanced Metering Infrastructure (AMI) is a key component of modern power distribution networks, as it enables operational man-

agement and consumption analysis through real-time metering data. This paper presents a literature review of AMI from an asset 

management perspective, based on the systematic analysis of reported case studies. AMI asset management is structured into three 

phases: cost–benefit analysis, information security risk assessment, and maintenance planning. The reviewed studies show that large-

scale AMI deployment leads to positive economic outcomes, reflected in increases in net present value and benefit–cost ratios, mainly 

driven by reductions in meter-reading costs, non-technical losses, and operational expenditures. From an information security stand-

point, the literature consistently identifies critical risk scenarios related to software exploitation, denial-of-service attacks, and resource 

availability, which require appropriate mitigation strategies. In addition, the role of the Meter Data Management System (MDMS) is 

highlighted as a central element for collecting operational and status information, thereby supporting maintenance planning. The 

reported practices of continuous assessment and functional testing reflect a continuous improvement approach aligned with the 

Plan–Do–Check–Act (PDCA) cycle. Based on these findings, a conceptual framework for AMI asset management is proposed, inte-

grating economic validation, risk analysis using the OCTAVE Allegro method, and cyclic maintenance planning. 

Keywords: Advanced Metering Infrastructure (AMI); Asset management; Costo-Benefit Analysis; Information Security Risk. 

RESUMEN 

La Infraestructura de Medición Avanzada (AMI) es un componente clave de las redes eléctricas, al habilitar la gestión operativa y el 

análisis del consumo mediante datos de medición en tiempo real. Este artículo presenta una revisión bibliográfica de AMI desde un 

enfoque de gestión de activos, basada en el análisis sistemático de casos de estudio. La gestión de activos AMI se estructura en tres 

fases: análisis costo–beneficio, evaluación de riesgos de seguridad de la información y planificación del mantenimiento. Los estudios 

revisados muestran que la implementación de AMI a gran escala genera resultados económicos, reflejados en incrementos del valor 

actual neto y de la relación beneficio–costo, principalmente debido a la reducción de costos de lectura de medidores, pérdidas no 

técnicas y gastos operativos. En el ámbito de la seguridad de la información, la literatura identifica escenarios de riesgo críticos aso-

ciados a la explotación de software, ataques de denegación de servicio y disponibilidad de recursos, que requieren estrategias de 

mitigación. Asimismo, se destaca el rol del Sistema de Gestión de Datos de Medición (MDMS) en la recopilación de información 

operativa y de estado, facilitando la planificación del mantenimiento. Las prácticas de evaluación continua y las pruebas funcionales 

reportadas reflejan un enfoque de mejora continua alineado con el ciclo Plan–Do–Check–Act (PDCA). Con base en estos hallazgos, 

se propone un marco conceptual para la gestión de activos AMI que integra la validación económica, el análisis de riesgos mediante 

el método OCTAVE Allegro y una planificación cíclica del mantenimiento. 

Palabras clave: Infraestructura de Medición Avanzada (AMI); Gestión de activos; Análisis Costo-Beneficio; Riesgos de seguridad de 

la información.  
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I. Introduction 

Rapid technological advancement, increasing digitization, and 

growing societal connectivity are driving global transformations 

and the electric power sector is no exception. In this context, sig-

nificant benefits are anticipated, including reduced costs associated 

with grid investments, optimized operation and maintenance, de-

creased losses, enhanced energy efficiency, accelerated deploy-

ment of energy storage, improved demand-side management, and 

contributions to the decarbonization of electric systems [1]. 

The smart grid is an electric power system that integrates two-

way communication between the utility and the consumer, ena-

bling more efficient network management. Advanced Metering In-

frastructure (AMI) plays a critical role by combining hardware, 

software, and communications networks to collect real-time con-

sumption and cost data. AMI also enables remote time-of-use 

price signaling to customers, enhances system diagnostics through 

detailed load profiles, and supports remote connect/disconnect 

operations. Additionally, it aids in loss detection and energy theft 

control, thereby optimizing the operational efficiency of the elec-

tric system [2]. 

Information security in AMI represents a critical risk, as software-

based assets, communication networks, and management systems 

create vulnerable points that can compromise data confidentiality, 

integrity, and availability; disrupt billing processes; alter load pro-

files; and even trigger large-scale service outages. For example, in 

December 2015 in Ukraine, an intrusion into SCADA systems at 

three distribution companies left over 200,000 customers without 

power. Given the ongoing expansion of AMI deployments, it is es-

sential to identify and assess their security vulnerabilities and de-

fine attack mitigation strategies as a preventive measure [3]. 

Considering the benefits and risks associated with AMI, its proper 

implementation is essential to ensuring efficient performance. In 

this context, it is imperative to examine how a well-structured 

asset management framework contributes to optimizing AMI op-

eration and maximizing its performance. 

According to ISO 55000, asset management is defined as “the co-

ordinated activity of an organization to realize value from its as-

sets.” Moreover, an asset is understood to be “an item, object, or 

entity that has real or potential value to an organization.” In the 

electric power sector, asset management is essential to ensure ef-

ficiency, sustainability, and the optimization of available resources 

[4]. 

In the field of asset management, value is defined as the net benefit 

resulting from gains exceeding associated costs. A high benefit–

cost ratio indicates a high level of value; however, this value must 

be calculated by considering not only the benefits but also any neg-

ative effects or collateral costs that the asset may incur [5]. 

Asset management in Advanced Metering Infrastructure (AMI) is 

essential to ensuring the efficiency and reliability of smart grid net-

works. Effective asset management maximizes the value of infra-

structure components by optimizing their lifecycle and reducing 

operational expenditures. Furthermore, by conducting risk impact 

analysis, critical infrastructure components are identified, threats 

are assessed, and mitigation measures are defined. However, the 

available literature on AMI asset management remains limited, and 

no integrated methodology has yet been proposed that combines 

risk analysis, cost–benefit evaluation, and a systematic mainte-

nance plan. 

This work consists of a literature review combined with a concep-

tual methodological proposal, developed from the analysis of pre-

vious studies on AMI. The study examines the theoretical founda-

tions related to cost–benefit analysis, information security, and 

maintenance and functional testing applied to AMI systems. Based 

on this review, the need to integrate these approaches into a co-

herent asset management strategy is identified, capable of jointly 

addressing economic evaluation, risk management, and mainte-

nance planning. 

In this context, the study aims to analyze AMI from an asset man-

agement perspective through a systematic review of reported case 

studies, focusing on evaluating the economic impact of large-scale 

AMI deployment, identifying the most critical information security 

risks, analyzing how maintenance planning is structured, and pro-

posing an integrated asset management framework. To this end, a 

three-phase conceptual methodology is proposed to support de-

cision-making processes and the lifecycle management of AMI as-

sets. Finally, the conclusions derived from the analysis are pre-

sented. 

 

Theoretical Framework 

AMI is a critical technology in today’s digital era, driving the mod-

ernization of electric grids. Therefore, it is essential to identify the 

components that make up this infrastructure and manage them 

effectively to achieve optimal results. 

AMI consists of several interconnected elements. The primary 

components include smart meters, which record energy consump-

tion accurately and in real time; communication systems that 

transmit data over networks such as Wide Area Network 

(WAN), Neighborhood Area Network (NAN), and Home Area 

Network (HAN); Data Concentrators (DC), which aggregate in-

formation from multiple meters; and the Meter Data Management 

System (MDMS), responsible for storing and analyzing the col-

lected data [6]. 

For the interconnection of the different equipment, it is essential 

to have appropriate communication technologies within the AMI 

architecture, selected according to the specific applications and 

the constraints of the electrical system. Among the available op-

tions are Power Line Communication (PLC), Radio Frequency 

Mesh (RF), Ethernet, cellular communication (3G, 4G, LTE, 5G). 

Additionally, technologies such as WiMAX, Wi-Fi HaLow, ZigBee 

and LoRaWAN complement AMI's infrastructure, offering several 

efficient solutions for different applications in intelligent electrical 

networks [7], [8]. 

The implementation of AMI requires a significant investment; 

therefore, it is essential to manage these assets to maximize their 

value by extending equipment lifespan and improving profitability, 

mitigating operational risks and strengthening cybersecurity, ana-

lyzing both direct and indirect costs and benefits for consumers 

and utilities, and ensuring service continuity through a testing and 

maintenance plan that minimizes interruptions and guarantees AMI 

availability. 

Below is a theoretical analysis of cost–benefit, information security 

focused risks, and maintenance with functional testing in AMI. 
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Cost–Benefit Analysis 

By leveraging the AMI infrastructure, a range of operational, eco-

nomic, and environmental benefits can be realized. Below is a re-

view of AMI’s costs and benefits, encompassing the applied meth-

odology, its socioeconomic impact, and financial outcomes.  

Article [9], provides a detailed cost–benefit analysis of AMI inte-

gration in the electric grid of Dhaka, Bangladesh, with the primary 

objective of evaluating the economic, social, and environmental 

impacts of this technology. The following sections present these 

three aspects. 

a) Cost–Benefit Analysis Methodology: It begins with as-

set identification, quantification of social and economic ben-

efits, and sensitivity analysis. Metrics such as Net Present 

Value (NPV) and the Benefit–Cost Ratio (B/C) are applied 

to evaluate the project’s profitability, as shown in Figure 1. 

 

Figure 1. Methodology for Cost–Benefit Analysis 

Source: [10]. 

 

 

b) Socioeconomic and Environmental Impact: several 

direct and indirect benefits are illustrated in Figure 2. 

 

Figure 2. AMI Benefits  

Source: [11]. 

 

c) Financial Results: Under the AMI scenario evaluated for 

3,585,277 smart meters the NPV amounts to USD 197.9 

million, compared to USD 156.5 million in the current sce-

nario. The benefit–cost ratio increases from 1.14 to 1.43 

with AMI, reflecting greater profitability [9]. Cost savings 

include significant reductions in meter‐reading expenses, 

non‐technical losses, and operational maintenance. 

Article [12] analyzes the costs and benefits of AMI and its potential 

to enhance grid efficiency, delivering advantages for both the utility 

and the end user. For the utility, benefits include reduced billing 

expenses, faster outage detection and response, improved 

operational security of the network, and potential reductions in 

both technical and non-technical losses. For customers, AMI pro-

vides real-time consumption data and dynamic pricing schemes 

that incentivize energy savings. In terms of energy conservation 

and cost reduction, AMI enables Conservation Voltage Reduction 

(CVR) and Voltage Optimization (VO) across the distribution net-

work, yielding energy savings of 1 % to 4 %. Moreover, implement-

ing Time-of-Use (TOU) tariffs can achieve additional reductions of 

1 % to 7 % in annual electricity consumption. 

Risk 

ISO 55000 defines risk as “the effect of uncertainty on objectives,” 

[4], which, in the context of asset management, translates into the 

potential for an event to negatively impact an asset’s value, perfor-

mance, safety, or lifecycle. In the case of AMI, risk evaluation is 

essential due to the growing exposure to cyberthreats, opera-

tional vulnerabilities, and technological complexities that can com-

promise its strategic role within smart grid networks. 

Risk can be quantified based on vulnerability, threats, and assets, 

as shown in Figure 3, which illustrates that significant risk arises 

when all three conditions coincide, that is, a critical asset exhibits 

vulnerability, and a threat exists that can exploit it. 

 

 

Figure 3. Diagram of Risk Components and Their Relationships  

Source: [11]. 

 

Below, the network security and energy theft risks are described, 

along with various information security risk assessment methods, 

highlighting the one most used in AMI infrastructure. 

In [13] information security risks associated with AMI are exam-

ined, and mitigation solutions are proposed—such as machine 

learning–based Intrusion Prevention Systems (IPS). Among the 

identified risks, energy theft is prominent: attackers may physically 

tamper with devices or launch cyberattacks to manipulate smart 

meter readings, causing revenue losses for the utility. Data theft is 

another concern, involving unauthorized access to sensitive AMI–

generated information, such as device configurations or firmware. 

Network risks are also highlighted: attacks targeting communica-

tion networks (HAN, NAN, WAN) can disrupt power delivery or 

physically damage equipment. Finally, Advanced Persistent Threats 

(APTs) emphasize sophisticated, long-term attacks designed to in-

filtrate the network and compromise critical infrastructure, po-

tentially leading to large-scale outages, loss of confidential data, 

and extended recovery times. 

In [11] and [13], a state-of-the-art review compares several Infor-

mation Security Risk Assessment (ISRA) methods applied to AMI. 

The methods evaluated include OCTAVE Allegro (OA), CRAMM, 

CORAS, FAIR, COBRA, and MEHARI. The studies ultimately 
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conclude that OA is the optimal choice for AMI risk assessment 

because it explicitly considers “information asset containers” and 

employs a flexible methodology to identify vulnerabilities, evaluate 

threats, and define mitigation strategies. 

Additionally, in [14] the focus is on assessing information security 

threats and vulnerabilities by applying the OCTAVE and MAGERIT 

risk management methodologies. The study concludes that OC-

TAVE is the most flexible method for implementation. 

The OCTAVE Allegro method is presented by the Software Engi-

neering Institute at Carnegie Mellon University, which provides 

the methodology, templates, and all supporting documentation. 

Figure 4 below illustrates the eight steps for applying the OA 

methodology. 

 

 

Figure 4. Structure of the OA Methodology   

Source: [15]. 

 

 

In [13] and [16], the impact of risks associated with implementing 

smart grid networks including AMI infrastructure is analyzed using 

the OCTAVE Allegro methodology to identify critical network as-

sets, assess potential threats, analyze risks, and select mitigation 

approaches. 

In [3] and [17], various threats affecting AMI are evaluated, includ-

ing data interception and tampering attacks, physical intrusions, 

denial-of-service (DoS) attacks, and software vulnerabilities. Miti-

gation strategies are also proposed to ensure AMI operates se-

curely and efficiently. Key countermeasures include advanced en-

cryption, robust authentication mechanisms, continuous monitor-

ing and intrusion detection systems, physical security, and regular 

software and firmware updates. Therefore, it is essential to 

strengthen AMI security by minimizing these risks through an in-

tegrated approach and multiple protective strategies. 

Maintenance and Testing  

According to IEC 60300-3-14, maintenance is defined as “the com-

bination of all technical, administrative, and managerial actions 

throughout an asset’s life cycle intended to keep it in a condition 

in which it can perform the required function.” Maintenance can 

be classified into two principal types: corrective and preventive. 

[18]. 

To achieve a cyclical maintenance plan based on Plan–Do–Check–

Act (PDCA), as shown in Figure 5. 

 

Figure 5. PDCA-Cycle-Based Maintenance Vision. 

Source: [18]. 

 

In AMI, it is important to perform targeted maintenance and test-

ing to enhance the infrastructure’s efficiency, reliability, and secu-

rity. This ensures that both hardware and software components 

operate correctly under diverse conditions, minimizing error risks 

and maximizing benefits for utilities and end users. The following 

maintenance activities and tests are conducted. 

In [19] continuous assessments of the transmission and distribu-

tion network are proposed to detect component aging before fail-

ures occur. Based on these assessments, corresponding preven-

tive or corrective maintenance operations are planned. About the 

AMI infrastructure, the MDMS is identified as a key element for 

capturing system health, events, alarms, and status reports from 

smart meters—thereby facilitating the prioritization of tasks and 

optimizing the maintenance routing for field crews. 

Article [20]develops a suite of functional and response‐time tests 

for AMI to ensure compliance with the Revitalized Distribution 

Sector Scheme (RDSS). The testbed consists of 20 smart meters 

from two manufacturers, connected to a Head End System (HES) 

and an MDMS. The test cases include remote connect/disconnect, 

tamper detection, firmware update, load‐profile collection, and 

event capture. Testing is conducted from day 2 to day 6 over a 

one‐week period to verify the correct operation of each AMI 

component and to measure timing performance against opera-

tional requirements. These results then serve as the basis for de-

signing preventive or corrective maintenance activities. 

II. Discussion 

The reviewed studies consistently indicate that the implementa-

tion of AMI generates favorable economic outcomes across differ-

ent geographic and regulatory contexts. The evaluation is com-

monly based on financial indicators such as NPV and the Benefit–

Cost Ratio, which reflect significant improvements primarily asso-

ciated with reductions in meter-reading costs, non-technical 

losses, and operational expenditures. These findings suggest that 

economic viability is a recurring factor for large-scale AMI adop-

tion, reinforcing the relevance of cost–benefit analysis as an initial 

stage within AMI asset management frameworks. However, the 

literature also shows that the scope and magnitude of these ben-

efits depend on the regulatory environment, the level of techno-

logical penetration, and the evaluation time horizon, which is gen-

erally linked to asset lifetime and investment payback periods. This 

highlights the need for structured approaches capable of assessing 

these factors in an integrated manner. 

In the area of risk management, the literature primarily focuses on 

information security, identifying several critical risks related to 

software exploitation, denial-of-service attacks, identity spoofing, 

and resource availability. Numerous studies emphasize the im-

portance of applying formal risk assessment methodologies to 

1. Establish 
risk 

measurement 
criteria

2. Develop 
the asset 
profile

3. Identify 
information 
containers

4. Identify 
areas of 
concern

5. Identify 
threat 

scenarios

6. Identify 
risks

7. Analyze 
risks

8. Select the 
mitigation 
approach
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identify, prioritize, and treat these threats within AMI systems. In 

this context, the OCTAVE Allegro method emerges as a suitable 

tool for information security risk analysis in AMI, due to its asset-

centered approach and its adaptability to multi-stakeholder envi-

ronments. The consistency of this approach across literature sug-

gests that security risk management should not be addressed in 

isolation, but rather as an integrated component of AMI asset man-

agement, particularly considering the central role of the Meter 

Data Management System (MDMS) as a core platform for manag-

ing and processing critical information. 

Maintenance planning in AMI is closely linked to the need to en-

sure the availability, reliability, and security of both physical and 

logical system components. According to IEC 60300-3-14, mainte-

nance encompasses technical, administrative, and managerial ac-

tions throughout the asset life cycle, which aligns with the ap-

proaches identified in the reviewed literature. Several studies pro-

pose preventive and corrective maintenance schemes based on 

continuous asset condition assessments, supported by data col-

lected through the MDMS, such as health indicators, events, and 

alarms. Additionally, functional and response-time testing is high-

lighted as a fundamental tool for verifying AMI system perfor-

mance and supporting maintenance decision-making. These prac-

tices reflect a continuous improvement approach aligned with the 

Plan–Do–Check–Act (PDCA) cycle, reinforcing the relevance of 

integrating maintenance and functional testing within a cyclical as-

set management framework. 

The combined analysis of the literature reveals that, despite the 

existence of relevant studies addressing economic evaluation, risk 

management, and maintenance planning in AMI, there remains a 

limited integration of these approaches within a unified AMI asset 

management framework. 

III. Conceptual Methodology proposed 

A three‐phase methodology is proposed to maximize the value of 

AMI asset management: first, assess the investment’s viability by 

quantifying the monetary, social, and environmental benefits asso-

ciated with AMI deployment; second, once the investment is ap-

proved and the smart meter and communication network infra-

structure is in place, apply the OCTAVE Allegro methodology to 

conduct an Information Security Risk Assessment (ISRA), evaluat-

ing threat probability and impact and prioritizing critical assets be-

fore designing the maintenance plan; and third, implement a con-

tinuous PDCA maintenance cycle with performance testing and 

iterative adjustments to ensure the AMI system operates securely 

and efficiently. 

 

Figure 6. Phases of the Proposed Conceptual Methodology 

Source: Own Elaboration. 

 

Phase I: Cost–Benefit Analysis 

First, the components that make up the AMI are identified. Next, 

the following five steps are determined: 

Step 1: Map functionalities to benefits 

En First, each component’s functionality is linked to at least one 

benefit economic, social, or environmental. For example: 

- Smart Meter (SM): savings on crew deployment costs and 

fewer billing dispute claims. 

- Smart Meter (SM) & Data Concentrator (DC): tamper de-

tection can reduce non-technical losses. 

Step 2: Establish a Baseline 

Define the current system state without AMI and the AMI-enabled 

scenario to assess meter-related costs, non-technical losses, O&M 

expenses, and emissions from backup generators. 

Step 3: Monetize Benefits and Identify Beneficiaries 

Assign a monetary value to each Benefit for example, manual read-

ing savings, loss reduction, and CO₂ emissions reduction. Then 

identify the potential beneficiaries: 

- Utility: O&M savings, increased revenue from accurate bill-

ing, etc. 

- Customers: improved service quality, fewer billing errors, 

etc. 

- Society: reduced environmental emissions. 

Monetary values are attributed to each social or environmental 

benefit associated with AMI components. 

Step 4: Identify and Quantify Costs 

For cost identification and quantification, both capital expenditure 

and operating expenses are considered, as follows: 

- Capital costs: SM, DC, MDMS, communications infrastruc-

ture, training, and consulting services. 

- Operating costs: Communication fees, maintenance, sup-

port, and spare parts. 

Step 5: Compare Costs and Benefits 

Once costs have been determined, they must be evaluated against 

the benefits. First, projected cash flow—typically over a period 

such as 10 years is constructed. Next, the Net Present Value 

(NPV) is calculated as shown in equation (1). Finally, the Internal 

Rate of Return (IRR) is obtained by solving for the discount rate 

that makes NPV = 0, indicating the year in which the investment 

is recovered. 

𝑉𝑃𝑁 =  ∑
(𝐵𝑒𝑛𝑒𝑓𝑖𝑡𝑠𝑡 − 𝐶𝑜𝑠𝑡𝑠𝑡 )

(1 + 𝑟)𝑡

9

0

 (1) 

 

Phase II: Risk Evaluation 

Using Phase I outputs, the investment in AMI is justified: the NPV 

and benefit–cost ratio identifies which assets deliver the greatest 

value. This evaluation then determines the critical components 

that are reliant on networks and applications that are most vul-

nerable to cyberattacks or intrusions. Phase II proceeds to assess 

information security risks using OCTAVE Allegro in four steps: 

Step 1: Establish Risk Measurement Criteria 

In the first stage, the areas of interest are defined, and each is as-

signed a priority level (1) low, (2) medium, or (3) high as shown in 

Table 1. 
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Table 1. Impact Areas and Their Value 

 

Impact Area Impact Value 

Financial 3 

Productivity / Operations 2 

Reputation & Customer Trust 1 

Source: [13]. 

 

Step 2: Asset Profile 

Next, AMI assets are identified and grouped into four information 

containers: 

- SM: storage of consumption data. 

- DC: aggregates multiple meters, paired meter lists, and net-

work configurations. 

- MDMS: billing database and historical records. 

- Communication Network: data transport between SMs, 

DCs, and the MDMS. 

Each container is then categorized as external technical (SM and 

DC), internal technical (MDMS and data servers), physical (docu-

mentation), or human (O&M personnel). Finally, the probability of 

occurrence for each is determined high, medium, or low. 

 

Step 3: Threat Identification and Risk Analysis 

In the third stage, threat scenarios are identified and defined for 

each information container determined in the previous step, and 

the associated risk is assessed. Figure 7 below illustrates the 

threats linked to each information container. 

 

Figure 7. Information Containers, Threat Scenarios, and Risk Codes 

Source: [13]. 

 

Once the threat scenarios have been determined, the relative risk 

score is obtained using Equation (2). 

Relative risk score =Measurement criteria rank × 
Impact value 

(2) 

Once the relative risk score has been determined, it is classified 

into three risk “pools” to guide the mitigation approach. Table 2 

presents the resulting risk matrix.  

Table 2. Risk Matrix for Mitigation Approaches 

 

Pools 
Relative Risk Score 

Range 
Mitigation Approach 

1 1-10 Accept 

2 11-21 Mitigate 

3 22-30 Mitigate or defend 

Source: [13]. 

 

 

Step 4: Selection of Mitigation Countermeasures 

Based on the threat scenarios defined in [13] (R1–R11), several 

countermeasures are proposed. For threats R4 and R11, passive 

traffic monitoring is recommended. In cases R1, R2, R5, R6, R8, 

and R9, access control and authentication mechanisms should be 

implemented in the MDMS. Additionally, blockchain technology is 

proposed as a defense mechanism due to its capability to secure 

communications between smart meters (SM) and data concentra-

tors (DC) within an-AMI system. For scenarios R6, R9, and R11, 

encryption is presented as a viable option to mitigate these risks. 

Finally, for R7 and R10, the deployment of honeypots integrated 

into the central database is suggested as a mitigation method 

against distributed denial-of-service attacks. Table 3 summarizes 

the risks associated with each threat scenario. 

Table 3. Risk Mitigation Approaches by Scenario 

 

Risk Scenario Mitigation Approach 

R4 y R11 Accept 

R1, R2, R5, R6, R8 y R9 Mitigate 

R3. R7 y R10 Mitigate or defend 

Source: [13]. 

 

 

Phase III: Maintenance Planning 

Once risks have been determined through the ISRA identifying 

critical assets, their most probable threats, and possible mitigation 

approaches, the Phase III maintenance plan is designed, incorpo-

rating the relevant functional tests. The PDCA cycle applied to 

AMI asset evaluation and maintenance is as follows: 

- Plan: Define the testing schedule and condition-assess-

ment criteria. 

- Do: Perform preventive inspections and conduct 

daily/weekly tests related to remote connect/disconnect, 

tamper detection, firmware updates, instant readings, daily 

load profiling, event capture, and alerts. 

- Check: Analyze asset performance results and verify that 

tests comply with Service Level Agreement (SLA) maxi-

mum response times or do not exceed defined condition 

thresholds. 

- Act: Issue work orders for either preventive tasks or im-

mediate corrective maintenance. 

By applying the proposed conceptual framework, the following 

outcomes are achieved: 

- Phase I – Cost–Benefit Analysis: AMI functionalities are 

mapped, and their financial, social, and environmental ben-

efits are monetized. Beneficiaries (utility, end users, and so-

ciety) are identified, costs are quantified, and NPV and IRR 

are calculated to validate or reject the investment. 

- Phase II – Risk Evaluation: Using OCTAVE Allegro, threats 

(cyberattacks, communication failures, etc.) are identified, 

their impact is quantified, and mitigation measures are 
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proposed for the assets whose failure would most affect 

system operation. 

- Phase III – Maintenance Planning: The PDCA cycle is applied 

to critical assets to schedule and perform preventive or 

corrective maintenance on those that do not meet defined 

thresholds. 

Implementing this comprehensive methodology is essential to 

maximize the value of AMI components, prevent information sys-

tem failures, and, through an appropriate maintenance plan, ex-

tend each element’s lifecycle. Moreover, to date, no prior work 

has proposed such a complete approach to AMI asset manage-

ment. 

IV. Conclusions 

Asset management in Advanced Metering Infrastructure (AMI) is 

identified, based on the reviewed literature, as an important ele-

ment for maximizing component value, optimizing performance 

throughout the asset life cycle, and reducing operational costs. 

The analyzed evidence demonstrates that it is feasible to structure 

an AMI asset management framework that coherently integrates 

economic evaluation, information security risk analysis, and 

maintenance planning. 

In terms of economic performance, the reviewed studies confirm 

that cost–benefit analysis constitutes a fundamental tool for justi-

fying investment in AMI, as it enables the quantification of financial, 

social, and environmental returns through indicators such as Net 

Present Value and the Benefit–Cost Ratio. These results indicate 

that economic viability represents a consistent condition for large-

scale AMI adoption, although its scope depends on the regulatory 

context, the level of technological penetration, and the evaluation 

time horizon. 

From an information security perspective, the literature highlights 

that risk management in AMI should focus on information security, 

emphasizing assessment methodologies such as OCTAVE Allegro, 

whose application enables the identification, prioritization, and 

treatment of threats related to data confidentiality, integrity, and 

availability. The consistency of this approach across the analyzed 

studies suggests that security risk management should not be ad-

dressed in isolation, but rather integrated as an essential compo-

nent of AMI asset management, particularly considering the inte-

grative function of the Meter Data Management System (MDMS) 

in the processing and management of critical information. 

Finally, the reviewed works show that maintenance planning in 

AMI systems relies on continuous asset condition assessments and 

on the application of functional and response-time tests to support 

preventive and corrective maintenance decisions. Although the lit-

erature does not explicitly formalize the use of the Plan–Do–

Check–Act (PDCA) cycle in the AMI context, these practices re-

flect a continuous improvement logic that can be structured 

through this approach. In this regard, the proposed methodology 

integrates maintenance and functional testing within a cyclical asset 

management framework, with the aim of improving system availa-

bility, reliability, and sustainability. 

Based on these conclusions, it is evident that an integrated AMI 

asset management framework combining economic evaluation, in-

formation security risk analysis, and maintenance planning consti-

tutes an appropriate strategy to support decision-making and asset 

life-cycle management. As directions for future research, it is pro-

posed to extend risk analysis to physical, operational, and regula-

tory aspects within AMI, to further develop maintenance 

performance indicators, and to explore the application of ma-

chine-learning-based predictive maintenance techniques. 
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